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In the high-stakes environment of industrial manufacturing, the air compressor is often referred to as the 'fourth
utility." Central to the operation of these complex machines—specifically the Atlas Copco GA series and related
variants—is the Elektronikon® controller. This specialized embedded system acts as the neurological hub,
regulating everything from motor frequency and pressure setpoints to maintenance intervals and emergency
shutdown protocols. However, as industrial systems transition toward Industry 4.0 and increased connectivity, the
security of these controllers has become a paramount concern for facility managers and automation engineers.

The Critical Role of Access Control in Compressed Air Systems

Industrial control systems (ICS) like the Elektronikon® MK5 or the modern Nano™are designed to maximize
energy efficiency while ensuring mechanical safety. Without robust access control, a compressed air system is
vulnerable to both accidental and intentional misconfiguration. A minor change in the unloaded pressure setting or
a modification to the motor start frequency can lead to catastrophic mechanical failure, significant energy waste, or
dangerous over-pressurization of downstream equipment.

Security in the Elektronikon® ecosystem is tiered. It begins with physical access but relies heavily on digital
authentication via passwords and access codes. These codes act as a gateway between basic monitoring—
where operators view temperature and pressure—and advanced programming, where core operational parameters
are defined. As we explore the technical nuances of these systems, it becomes clear that password management is
not merely an administrative task but a critical component of operational technology (OT) security.

Technical Architecture: From Mk5 to Elektronikon® Nano™

The evolution of Atlas Copco controllers reflects the broader trend in industrial automation. Early versions of the
Elektronikon® were standalone units with limited communication capabilities. The Elektronikon® Mk5 Graphic

and the subsequent Nano™versions introduced sophisticated networking features, including CAN-bus integration,
MODBUS support, and cloud-based monitoring via platforms like Smartlink.

The Elektronikon® Nano™ Security Paradigm

The Elektronikon® Nano™ represents a significant leap in cybersecurity. Unlike its predecessors, which focused
primarily on local password protection, the Nano™ incorporates Security by Design. Key technical features
include:

e Encryption: Data transmitted between the controller and the cloud (or mobile applications) is encrypted using
industry-standard protocols to prevent man-in-the-middle (MitM) attacks.

« Authentication: Robust identity verification ensures that only authorized personnel can access the control
logic via the app or local interface.

e Certificate-Based Security: The use of digital certificates for device identification, ensuring that the controller
only communicates with trusted Atlas Copco servers.



This shift from simple numerical passwords to encryption and certificationacknowledges the reality of the
modern threat landscape, where industrial compressors are increasingly integrated into the corporate LAN or the
wider internet.

Password Protocols and Default Access Codes

For most field technicians and plant operators, the primary interaction with Elektronikon® security occurs through
the entry of passwords. Understanding the default factory settings and the procedure for modification is essential
for commissioning and long-term maintenance.

Core Password Hierarchy

Atlas Copco systems typically utilize different password levels to segregate duties. While specific codes can vary
based on the software version and model (e.g., GA55+, GA110, or ILT Base Stations), common default patterns
have emerged across the technical documentation:



Controller Type Default Password Access Level Typical Functions

ILT Base Station 123 User/Basic System configuration,
basic setpoint adjustment.

Elektronikon® MKk5 0104 Programming Access to programming
functions and timer settings.

GA Series (Standard) 66 User Menu Configuration of pressure
settings and main screen
views.

Graphic Controller Variable Advanced Customer-specific
parameters and network
configuration.

The Logic of '0104' and '123'

In many Atlas Copco manuals, such as those for the GA55+ or the Mk5 Graphic, the password 0104 is frequently
cited as the factory default for entering programming modes. The 123code is often used for basic user-level
changes on ILT units. It is a critical security best practice to change these default values immediately upon
commissioning. Leaving default passwords active is one of the most common vulnerabilities in industrial
environments, allowing any individual with a search engine and physical access to alter the machine's behavior.

Step-by-Step Procedure: Changing the System Password

To secure an ILT Base Station or an Elektronikon®unit, follow this technical workflow to update the
authentication credentials. This procedure ensures that unauthorized personnel cannot modify the system
configuration.

Workflow for ILT Base Stations

1. Navigate to System: From the main Home screen, use the arrow keys to select the System menu.

2. Enter Current Password: When prompted, enter the existing password (factory default is typically 123).

3. Access User Settings: Within the System menu, navigate to the User sub-menu and then select Password.

4. Input New Credential: Type in the new numerical password. It is recommended to use a non-sequential,
unigue number that adheres to site security policies.

5. Confirm and Save: Select OK or press the Enter button to commit the change to the non-volatile memory of
the controller.

Workflow for Elektronikon® Mk5 Graphic

On the Graphic controller, the process is slightly more complex due to the icon-based navigation:

Navigate to the Menu icon on the main display.

Scroll to the Modify or Configuration section.

Enter the access code (e.g., 0104) when the key icon or password prompt appears.

Select the parameter for User Password and input the new value.

Verify that the 'lock’ icon appears on the screen after exiting to ensure the system has re-locked.

a ks wbdpeE

Mathematical Models in Controller Logic: Why Security Matters

To understand why protecting the Elektronikon® is so vital, one must look at the mathematical logic the controller



manages. The controller uses a Proportional-Integral (PI) or Proportional-Integral-Derivative (PID)control  loop
to maintain pressure. The governing equation for the output $u(t)$ can be simplified as:

$$u(t) = K_p e(t) + K_i\int_{0}{t} e(\tau) d\tau$s$

Where:$K_p$ is the proportional gain.$K_i$ is the integral gain.$e(t)$is the error (the difference between the
setpoint pressure and the actual measured pressure).

If an unauthorized user gains access to the User Password Menuand alters the $K_p$ or $K_i$ constants—often
found in the advanced configuration menus—the compressor may develop 'hunting' behavior. This results in rapid
loading and unloading cycles, which dramatically increases mechanical wear on the intake valve and significantly
raises energy consumption due to frequent motor inrush currents.

Advanced Menu Navigation: Configuration and Pressure Settings

Once the password has been entered, the Elektronikon® opens up a vast array of configuration options. For a
GAb55+ or similar unit, the Instruction Book highlights several critical menus that require strict oversight.

Pressure Settings and Week Timers

The Pressure Settings menu allows for the definition of the Loading Pressure (the pressure at which the
compressor starts producing air) and the Unloading Pressure(the point at which the compressor stops producing
air but keeps running, or 'idles").

Another vital feature is the Week Timer. This allows the facility to schedule the compressor to start and stop based
on production shifts. A security breach in this menu could lead to the compressor being disabled during a critical
production run or, conversely, running during a weekend when the plant is empty, wasting thousands of dollars in
electricity.

Comparison of User vs. Service Access



Feature User Access (Code 123/66) Service Access (Proprietary Code)

Pressure Setpoints Modify (Limited Range) Full Range Override
Service Timer Reset View Only Reset After Maintenance
CAN-bus Address View Only Modify Configuration
Stop/Start Delays No Access Full Modification
Firmware Update No Access Via Specialized Tooling

Troubleshooting and Failure Modes in Security Management

Even with a robust password policy, issues can arise. Understanding how to troubleshoot authentication failures or
interface lockouts is part of a Senior Technical Writer's responsibility to provide a complete operational picture.

1. Lost or Forgotten Passwords

If the user-defined password is lost, the controller effectively becomes a ‘read-only' device for the customer. In most
Atlas Copco systems, there is no simple 'reset' button for the password to prevent theft. Recovery typically

requires an authorized service technician to connect via a specialized interface (such as the Atlas Copco Service
Link) to override the local settings or provide a master 'Code of the Day' generated by the factory based on the
controller's serial number and internal clock.

2. Communication Timeouts and Cybersecurity Alerts

On newer Nano™ controllers, a common 'failure' isn't a mechanical one but a security alert. If the controller detects
an unauthorized attempt to access its API or if the encryption certificates have expired, it may trigger a warning on
the Smartlink dashboard. Technicians should verify that the internal clock (located in the General Settingsmenu)
is accurate, as time synchronization is vital for certificate validation.

3. Unresponsive Touchscreen/Keypad

In environments with high electromagnetic interference (EMI), the keypad or touchscreen on an Mk5 Graphicmay
become unresponsive. While this appears to be a hardware failure, it can also be a safety 'lockout’ mode if the
controller detects a faulty internal ground. Always ensure the controller housing is properly grounded to the
compressor frame to prevent 'ghost touches' or input errors during password entry.

The Broader Implications: Security in the Age of Industry 4.0

The Atlas Copco Elektronikon® series is more than a controller; it is a critical node in the Industrial Internet of
Things (11oT). The move toward encryption, authentication, and certificationin the Nano™ series marks a
transition from 'security through obscurity' to 'modern cybersecurity.'

For the modern enterprise, managing the security of these controllers involves several key strategies:

 Inventory Management: Maintaining a log of all controller firmware versions and active passwords.

* Network Segmentation: Placing compressors on a dedicated 'OT VLAN' separate from the general office WiFi
to limit the lateral movement of potential cyber threats.

e Standard Operating Procedures (SOPs): Mandating that passwords are changed every time a staff member



with access to the codes leaves the company.

By treating the Elektronikon® as a sophisticated computer—which it is—and not just a mechanical switch,
companies can ensure the longevity of their equipment and the safety of their operations. The default codes like 123
and 0104served their purpose in an era of disconnected machines, but the future of compressed air demands a
much more rigorous approach to digital identity and access management.

Ultimately, the synthesis of mechanical engineering and digital security defines the modern compressor room.
Whether you are navigating the User Password Menu of a GA55+ or monitoring a fleet of Nano ™enabled units

globally, the principles remain the same: verify identity, encrypt communication, and protect the parameters that
drive efficiency.
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